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We do ~1M qps of DNS traffic



Cloudflare sees every IP 20x a day







Query for A record:

Without DNSSEC: With DNSSEC:

A A A A A
RRSIG



NXDOMAIN
● name does not exist. 
● i.e: missing.cloudflare.com



What goes into a negative answer w/ DNSSEC?
NXDOMAIN



dig bogus.ietf.org



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

SOA



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 
ietf.org. S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 
8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg 
U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK 
WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P QyuCpQ==

SOA

SOA
RRSIG



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 
ietf.org. S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 
8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg 
U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK 
WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

SOA

SOA
RRSIG

NSEC



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 
ietf.org. S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 
8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg 
U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK 
WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

SOA

SOA
RRSIG

NSEC

bogus.ietf.org is between these two names



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 
ietf.org. S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 
8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg 
U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK 
WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1062 IN RRSIG NSEC 5 4 1800 20170308083322 20160308073501 
40452 ietf.org. NxmjhCkTtoiolJUow/OreeBRxTtf2AnIPM/r2p7oS/hNeOdFI9tpgGQY 
g0lTOYjcNNoIoDB/r56Kd+5wtuaKT+xsYiZ4K413I+cmrNQ+6oLT+Mz6 
Kfzvo/TcrJD99PVAYIN1MwzO42od/vi/juGkuKJVcCzrBKNHCZqu7clu 
mU3DEqbQQT2O8dYIUjLlfom1iYtZZrfuhB6FCYFTRd3h8OLfMhXtt8f5 
8Q/XvjakiLqov1blZAK229I2qgUYEhd77n2pXV6SJuOKcSjZiQsGJeaM 
wIotSKa8EttJELkpNAUkN9uXfhU+WjouS1qzgyWwbf2hdgsBntKP9his 9MfJNA==

SOA

SOA
RRSIG

NSEC

NSEC
RRSIG



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 
ietf.org. S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 
8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg 
U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK 
WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1062 IN RRSIG NSEC 5 4 1800 20170308083322 20160308073501 
40452 ietf.org. NxmjhCkTtoiolJUow/OreeBRxTtf2AnIPM/r2p7oS/hNeOdFI9tpgGQY 
g0lTOYjcNNoIoDB/r56Kd+5wtuaKT+xsYiZ4K413I+cmrNQ+6oLT+Mz6 
Kfzvo/TcrJD99PVAYIN1MwzO42od/vi/juGkuKJVcCzrBKNHCZqu7clu 
mU3DEqbQQT2O8dYIUjLlfom1iYtZZrfuhB6FCYFTRd3h8OLfMhXtt8f5 
8Q/XvjakiLqov1blZAK229I2qgUYEhd77n2pXV6SJuOKcSjZiQsGJeaM 
wIotSKa8EttJELkpNAUkN9uXfhU+WjouS1qzgyWwbf2hdgsBntKP9his 9MfJNA==

SOA

SOA
RRSIG

NSEC

NSEC
RRSIG

I ran out of space, continuing on the next page



SOA
RRSIG NSEC NSEC

RRSIGSOA



ietf.org. 1062 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG 
NSEC DNSKEY SPF

NSEC

SOA
RRSIG NSEC NSEC

RRSIGSOA



ietf.org. 1062 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG 
NSEC DNSKEY SPF

NSEC

SOA
RRSIG NSEC NSEC

RRSIGSOA

*.ietf.org would exist between these names



ietf.org. 1062 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG 
NSEC DNSKEY SPF

ietf.org. 1062 IN RRSIG NSEC 5 2 1800 20170308083303 20160308073501 40452 
ietf.org. homg5NrZIKo0tR+aEp0MVYYjT7J/KGTKP46bJ8eeetbq4KqNvLKJ5Yig 
ve4RSWFYrSARAmbi3GIFW00P/dFCzDNVlMWYRbcFUt5NfYRJxg25jy95 
yHNmInwDUnttmzKuBezdVVvRLJY3qSM7S3VfI/b7n6++ODUFcsL88uNB 
V6bRO6FOksgE1/jUrtz6/lEKmodWWI2goFPGgmgihqLR8ldv0Dv7k9vy 
Ao1uunP6kDQEj+omkICFHaT/DBSSYq59DVeMAAcfDq2ssbr4p8hUoXiB 
tNlJWEubMnHi7YmLSgby+m8b97+8b6qPe8W478gAiggsNjc2gQSKOOXH EejOSA==

NSEC

SOA
RRSIG NSEC NSEC

RRSIGSOA

NSEC
RRSIG



NSECSOA
RRSIG NSEC NSEC

RRSIGSOA NSEC
RRSIG

for the previous and next name
for the wildcard



ietf.org. 1179 IN SOA ns0.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 ietf.org. 
S0gIjTnQGA6TyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kj4aP 8EVu4oIexr8X/i9L8Oj5ec4HOrQoYsMGObRUG0FGT0MEbxepi+wWrfed 
vD/3mq8KZg/pj6TQAKebeSQGkmb8y9eP0PdWdUi6EatH9ZY/tsoiKyqg U4vtq9sWZ/4mH3xfhK9RBI4M7XIXsPX+biZoik6aOt4zSWR5WDq27pXI 
0l+BLzZb72C7McT4PlBiF+U86OngBlGxVBnILyW2aUisi2LY6KeO5AmK WNT0xHWe5+JtPD5PgmSm46YZ8jMP5mH4hSYr76jqwvlCtXvq8XgYQU/P 
QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1062 IN RRSIG NSEC 5 4 1800 20170308083322 20160308073501 40452 ietf.org. 
NxmjhCkTtoiolJUow/OreeBRxTtf2AnIPM/r2p7oS/hNeOdFI9tpgGQY g0lTOYjcNNoIoDB/r56Kd+5wtuaKT+xsYiZ4K413I+cmrNQ+6oLT+Mz6 
Kfzvo/TcrJD99PVAYIN1MwzO42od/vi/juGkuKJVcCzrBKNHCZqu7clu mU3DEqbQQT2O8dYIUjLlfom1iYtZZrfuhB6FCYFTRd3h8OLfMhXtt8f5 
8Q/XvjakiLqov1blZAK229I2qgUYEhd77n2pXV6SJuOKcSjZiQsGJeaM wIotSKa8EttJELkpNAUkN9uXfhU+WjouS1qzgyWwbf2hdgsBntKP9his 
9MfJNA==

ietf.org. 1062 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG NSEC DNSKEY SPF

ietf.org. 1062 IN RRSIG NSEC 5 2 1800 20170308083303 20160308073501 40452 ietf.org. 
homg5NrZIKo0tR+aEp0MVYYjT7J/KGTKP46bJ8eeetbq4KqNvLKJ5Yig ve4RSWFYrSARAmbi3GIFW00P/dFCzDNVlMWYRbcFUt5NfYRJxg25jy95 
yHNmInwDUnttmzKuBezdVVvRLJY3qSM7S3VfI/b7n6++ODUFcsL88uNB V6bRO6FOksgE1/jUrtz6/lEKmodWWI2goFPGgmgihqLR8ldv0Dv7k9vy 
Ao1uunP6kDQEj+omkICFHaT/DBSSYq59DVeMAAcfDq2ssbr4p8hUoXiB tNlJWEubMnHi7YmLSgby+m8b97+8b6qPe8W478gAiggsNjc2gQSKOOXH 
EejOSA==

1096 BYTES!!



Some of you with evil agendas may have 
realized...



Zone Walking

- You can “walk” a zone by looking up 
the next names in NSEC

- You will learn all the names in a zone



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799IN NSEC ietf1._domainkey.ietf.org.  A NS SOA MX 
TXT AAAA RRSIG NSEC DNSKEY SPF



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799IN NSEC ietf1._domainkey.ietf.org.  A NS SOA MX 
TXT AAAA RRSIG NSEC DNSKEY SPF

ietf1._domainkey.ietf.org NSEC:

ietf1._domainkey.ietf.org. 1799 IN NSEC apps.ietf.org. TXT RRSIG 
NSEC



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799IN NSEC ietf1._domainkey.ietf.org.  A NS SOA MX 
TXT AAAA RRSIG NSEC DNSKEY SPF

ietf1._domainkey.ietf.org NSEC:

ietf1._domainkey.ietf.org. 1799 IN NSEC apps.ietf.org. TXT RRSIG 
NSEC

apps.ietf.org. NSEC:

apps.ietf.org. 1799IN NSEC mail.apps.ietf.org. MX RRSIG NSEC



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799IN NSEC ietf1._domainkey.ietf.org.  A NS SOA MX 
TXT AAAA RRSIG NSEC DNSKEY SPF

ietf1._domainkey.ietf.org NSEC:

ietf1._domainkey.ietf.org. 1799 IN NSEC apps.ietf.org. TXT RRSIG 
NSEC

apps.ietf.org. NSEC:

apps.ietf.org. 1799IN NSEC mail.apps.ietf.org. MX RRSIG NSEC



The root uses NSEC. We can walk the root.



The root uses NSEC. We can walk the root.

. NSEC:

. 21599 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY



The root uses NSEC. We can walk the root.

. NSEC:

. 21599 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

aaa. NSEC:

aaa. 21599 IN NSEC aarp. NS DS RRSIG NSEC



The root uses NSEC. We can walk the root.

. NSEC:

. 21599 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY

aaa. NSEC:

aaa. 21599 IN NSEC aarp. NS DS RRSIG NSEC

aarp. NSEC:

aarp. 21599 IN NSEC abb. NS DS RRSIG NSEC



Zone Walking

This was in the plan



Zone Walking

This was in the plan

“The complete NXT chains specified in this 
document enable a resolver to obtain, by 
successive queries chaining through NXTs, all 
of the names in a zone.”
– RFC2535



Zone Walking

This was in the plan

“The complete NXT chains specified in this 
document enable a resolver to obtain, by 
successive queries chaining through NXTs, all 
of the names in a zone.”
– RFC2535

NXT == old record type 
replaced by NSEC





hp9pfrp9ussvle9s5d1oir5n2cfe6qv5.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 HPF52CF3IK019R1OCDAS1A1FFHLVAB7H A NS SOA MX TXT AAAA 
RRSIG DNSKEY NSEC3PARAM

6rmo7l6664ki2heho7jtih1lea9k6los.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 6S2J9F2OI56GPVEIH3KBKJGGCL21SKKL A RRSIG

uik932halksloj7g5ejes298hgekcs37.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 UIMS82AKS3F3K1RVLV3TRUN9RDJ1JM33 A RRSIG

hashed

hashed

hashed

NSEC3 To The Rescue



hp9pfrp9ussvle9s5d1oir5n2cfe6qv5.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 HPF52CF3IK019R1OCDAS1A1FFHLVAB7H A NS SOA MX TXT AAAA 
RRSIG DNSKEY NSEC3PARAM

6rmo7l6664ki2heho7jtih1lea9k6los.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 6S2J9F2OI56GPVEIH3KBKJGGCL21SKKL A RRSIG

uik932halksloj7g5ejes298hgekcs37.icann.org. 3599 IN NSEC3 1 0 5 
2C21FAE313005174 UIMS82AKS3F3K1RVLV3TRUN9RDJ1JM33 A RRSIG

hashed

hashed

hashed

NSEC3 To The Rescue



Close to being almost a good plan

1. Still, giant answers 
2. Not bulletproof, still can find names on a zone by dictionary attack



Biggest problems with negative answers

1. Requires authoritative server to return previous and next name
a. Expensive $$$

2. Large answers 
a. Big answers = slow answers, and reflection attack bait



Cloudflare “Black Lies” for NXDOMAIN

- The next name is always \000.[themissingname]
- One NSEC per answer

cloudflare.com. 1799 IN SOA ns3.cloudflare.com. dns.cloudflare.com. 2020905521 10000 2400 
604800 3600
bogus.cloudflare.com. 3599 IN NSEC \000.bogus.cloudflare.com. RRSIG NSEC
cloudflare.com. 1799 IN RRSIG SOA 13 2 86400 20160309213638 20160307193638 35273 
cloudflare.com. mgx1FncjVdOpWhMOqm6+kcPBi/6zC8LF00ccG3DA1RNiI6hXmrqnFiUg dsngBT3VYo0+8AsZ1l0vJiopCdNoTw==
bogus.cloudflare.com. 3599 IN RRSIG NSEC 13 3 3600 20160309213638 20160307193638 35273 
cloudflare.com. 8nbevvyI/RsSjunQzjlPkIHphiAOu5gti+aj2ucBx3Nhc7cnaHtJbJ5C dFrOF7eoZuPeiegf0KTtMyhAYp3tWQ==



Comparing Negative Answers
ietf.org. 1799 IN SOA ns0.amsl.com. glen.amsl.com. 1200000317 1800 1800 604800 1800
ietf.org. 1799 IN RRSIG SOA 5 2 1800 20170213210533 20160214200831 40452 ietf.org. P8XoJx+SK5nUZAV/IqiJrsoKtP1c+GXmp3FvEOUZPFn1VwW33242LVrJ 
GMI5HHjMEX07EzOXZyLnQeEvlf2QLxRIQm1wAnE6W4SUp7TgKUZ7NJHP dgLr2gqKYim4CI7ikYj3vK7NgcaSE5jqIZUm7oFxxYO9/YPz4Mx7COw6 XBOMYS2v8VY3DICeJdZsHJnVKlgl8L7/yqrL8qhkSW1yDo3YtB9cZEjB 
OVk8uRDxK7aHkEnMRz0LODOJ10AngJpg9LrkZ1CO444RhZGgTbwzN9Vq rDyH47Cn3h8ofEOJtYCJvuX5CCzaZDInBsjq9wNAiNBgIQatPkNriR77 hCEHhQ==
ietf.org. 1799 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG NSEC DNSKEY SPF
ietf.org. 1799 IN RRSIG NSEC 5 2 1800 20170213210816 20160214200831 40452 ietf.org. B9z/JJs30tkn0DyxVz0zaRlm4HkeNY1TqYmr9rx8rH7kC32PWZ1Fooy6 
16qmB33/cvD2wtOCKMnNQPdTG2qUs/RuVxqRPZaQojIVZsy/GYONmlap BptzgOJLP7/HOxgYFgMt5q/91JHfp6Mn0sd218/H86Aa98RCXwUOzZnW bdttjsmbAqONuPQURaGz8ZgGztFmQt5dNeNRaq5Uqdzw738vQjYwppfU 
9GSLkT7RCh3kgbNcSaXeuWfFnxG1R2SdlRoDICos+RqdDM+23BHGYkYc /NEBLtjYGxPqYCMe/7lOtWQjtQOkqylAr1r7pSI2NOA9mexa7yTuXH+x o/rzRA==
www.apps.ietf.org. 1799 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC
www.apps.ietf.org. 1799 IN RRSIG NSEC 5 4 1800 20170213210614 20160214200831 40452 ietf.org. U+hEHcTps2IC8VKS61rU3MDZq+U0KG4/oJjIHVYbrWufQ7NdMdnY6hCL 
OmQtsvuZVRQjWHmowRhMj83JMUagxoZuWTg6GuLPin3c7PkRimfBx7jI wjqORwcuvpBh92A/s/2HXBma3PtDZl2UDLy4z7wdO62rbxGU/LX1jTqY FoJJLJfJ/C+ngVMIE/QVneXSJkAjHV96FSEnreF81V62x9azv3AHo4tl 
qnoYvRDtK+cR072A5smtWMKDfcIr2fI11TAGIyhR55yAiollPDEz5koj BfMstC/JXVURJMM+1vCPjxvwYzTZN8iICf1AupyyR8BNWxgic5yh1ljH 1AuAVQ==

 cloudflare.com. 1799 IN SOA ns3.cloudflare.com. dns.cloudflare.com. 2020742566 10000 2400 604800 3600
blog.cloudflare.com. 3599 IN NSEC \000.blog.cloudflare.com. RRSIG NSEC
cloudflare.com. 1799 IN RRSIG SOA 13 2 86400 20160220230013 20160218210013 35273 cloudflare.com. kgjtJDuuNC/yX8yWQpol4ZUUr8s8yAXZi26KWBI6S3HDtry2t6LnP1ou 
QK10Ut7DXO/XhyZddRBVj3pIpWYdBQ==
blog.cloudflare.com. 3599 IN RRSIG NSEC 13 3 3600 20160220230013 20160218210013 35273 cloudflare.com. 8BKAAS8EXNJbm8DxEI1OOBba8KaiimIuB47mPlteiZf3sVLGN1edsrXE 
+q+pHaSHEfYG5mHfCBJrbi6b3EoXOw==

NSEC: 1096 bytes

Black Lies: 357 bytes



dani@cloudflare.com |@thedanigrant


