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We do ~1M qgps of DNS traffic

QPS

1.414 Mpps



Cloudflare sees every IP 20x a day

L .
W

5 days of active IP addresses seen by CloudFlare
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DNS Traffic (IPv6)

DNS Traffic (IPv4)

DNS Packet Flood (IPv8)

DNS Packet Flood (IPv4)

DNS Traffic (IPv4 vs IPv6)

100.00%

100.00%
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Query for A record:

Without DNSSEC: With DNSSEC:

‘C:LOUDFLARE‘



NXDOMAIN

e name does not exist.
e i.e: missing.cloudflare.com

‘CLOUDFLARE‘



What goes into a negative answer w/ DNSSEC?
NXDOMAIN



dig bogus.ietf.org

‘ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

“ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452
ietf.org. SO0gIjTnQGA6TYyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kjdaP
8EVU40Iexr8X/19L8075ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj6TQAKebeSQGkmb8y9ePOPAWAU16EatH9Z2Y/tsoiKyqg
U4vtg9sWZ/4mH3xfhKORBI4M7XIXsPX+biZoik6aOt4zSWR5WDg2 7pXT
01+BLzZb72C7McT4P1BiF+U860ngBlGxXxVBNnILyW2aUisi2LY6KeO5AMK

WNTOxHWe5+JtPD5PgmSm4 6YZ8JMP5mH4hSYr76jquwv1CtXvg8XgYQU/P QyuCpQ==

‘ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452
ietf.org. SO0gIjTnQGA6TYyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kjdaP
8EVU40Iexr8X/19L8075ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj6TQAKebeSQGkmb8y9ePOPAWAU16EatH9Z2Y/tsoiKyqg
U4vtg9sWZ/4mH3xfhKORBI4M7XIXsPX+biZoik6aOt4zSWR5WDg2 7pXT
01+BLzZb72C7McT4P1BiF+U860ngBlGxXxVBNnILyW2aUisi2LY6KeO5AMK

WNTOxHWe5+JtPD5PgmSm4 6YZ8JMP5mH4hSYr76jquwv1CtXvg8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

‘ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452
ietf.org. SO0gIjTnQGA6TYyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kjdaP
8EVU40Iexr8X/19L8075ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj6TQAKebeSQGkmb8y9ePOPAWAU16EatH9Z2Y/tsoiKyqg
U4vtg9sWZ/4mH3xfhKORBI4M7XIXsPX+biZoik6aOt4zSWR5WDg2 7pXT
01+BLzZb72C7McT4P1BiF+U860ngBlGxXxVBNnILyW2aUisi2LY6KeO5AMK

WNTOxHWe5+JtPD5PgmSm4 6YZ8JMP5mH4hSYr76jquwv1CtXvg8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

bogus.ietf.org is between these two names

‘ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452
ietf.org. SO0gIjTnQGA6TYyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kjdaP
8EVU40Iexr8X/19L8075ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj6TQAKebeSQGkmb8y9ePOPAWAU16EatH9Z2Y/tsoiKyqg
U4vtg9sWZ/4mH3xfhKORBI4M7XIXsPX+biZoik6aOt4zSWR5WDg2 7pXT
01+BLzZb72C7McT4P1BiF+U860ngBlGxXxVBNnILyW2aUisi2LY6KeO5AMK
WNTOxHWe5+JtPD5PgmSm4 6YZ8JMP5mH4hSYr76jquwv1CtXvg8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1062 IN RRSIG NSEC 5 4 1800 20170308083322 20160308073501
40452 ietf.org. NxmjhCkTtoiolJUow/OreeBRxTtf2AnIPM/r2p70S/hNeOdFI%tpgGQY
g01TOYJjcNNoIoDB/r56Kd+5wtuaKT+xsYiZ4K413I+cmrNQ+60LT+Mz6
Kfzvo/TcrJDI99PVAYINIMwzO420d/vi/juGkuKJVecCzrBKNHCZgu7clu
mU3DEgqbQQT208dYIUjLl1fomliYtZZrfuhB6FCYFTRA3h80OLEMhXtt8f5
8Q/XvjakiLgov1blZzAK229I2ggUYEhd77n2pXV6SJuOKcSIZiQsGJIeaM
wIotSKa8EttJELkpNAUKNOuXfhU+WjouSlgzgyWwbf2hdgsBntKPShis 9MfJNA==

‘.l.EHJDUDHARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800
1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452
ietf.org. SO0gIjTnQGA6TYyIBjCeBXL4ip8aEQEgg2y+kCQ3sLtFa3oNy9vj9kjdaP
8EVU40Iexr8X/19L8075ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj6TQAKebeSQGkmb8y9ePOPAWAU16EatH9Z2Y/tsoiKyqg
U4vtg9sWZ/4mH3xfhKORBI4M7XIXsPX+biZoik6aOt4zSWR5WDg2 7pXT
01+BLzZb72C7McT4P1BiF+U860ngBlGxXxVBNnILyW2aUisi2LY6KeO5AMK
WNTOxHWe5+JtPD5PgmSm4 6YZ8JMP5mH4hSYr76jquwv1CtXvg8XgYQU/P QyuCpQ==

www.apps.ietf.org. 1062 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1062 IN RRSIG NSEC 5 4 1800 20170308083322 20160308073501
40452 ietf.org. NxmjhCkTtoiolJUow/OreeBRxTtf2AnIPM/r2p70S/hNeOdFI%tpgGQY
g01TOYJjcNNoIoDB/r56Kd+5wtuaKT+xsYiZ4K413I+cmrNQ+60LT+Mz6
Kfzvo/TcrJDI99PVAYINIMwzO420d/vi/juGkuKJVecCzrBKNHCZgu7clu
mU3DEgqbQQT208dYIUjLl1fomliYtZZrfuhB6FCYFTRA3h80OLEMhXtt8f5
8Q/XvjakiLgov1blZzAK229I2ggUYEhd77n2pXV6SJuOKcSIZiQsGJIeaM
wIotSKa8EttJELkpNAUKNOuXfhU+WjouSlgzgyWwbf2hdgsBntKPShis 9MfJNA==

A c ouornne | ran out of space, continuing on the next page wmp



“ CLOUDFLARE



ietf.org. 1062 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG
NSEC DNSKEY SPF

“ CLOUDFLARE



ietf.org. 1062 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG
NSEC ggNSKEY SPF /

* jetf.org would exist between these names

“ CLOUDFLARE



ietf.org. 1062 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG
NSEC DNSKEY SPF

ietf.org. 1062 IN RRSIG NSEC 5 2 1800 20170308083303 20160308073501 40452
ietf.org. homg5NrZIKoOtR+aEpOMVYY]JT7J/KGTKP46bJ8eeetbgdKgNvLKJISYig
vedRSWEFYrSARAMbi3GIFWOOP/dFCzDNVIMWYRbcFULt5NfYRIXg25)y95
yHNmInwDUnttmzKuBezdVVVRLJIY3gSM7S3VEI/b7n6++0DUFcsL88uNB
V6bRO6FOksgEl/jUrtz6/1EKmModWWI2goFPGgmgihgqLR81dv0Dv7k9vy
AoluunP6kDQEj+omkICFHaT/DBSSYg59DVeMAAcCfDg2ssbr4p8hUoXiB
tN1JWEubMnH17Y¥mLSgby+m8b97+8b6qPe8W478gAiggsNjc2gQSKOOXH EejOSA==

“ CLOUDFLARE



for the wildcard
for the previous and next name I

\
e e e G 35

“ CLOUDFLARE



ietf.org. 1179 IN SOA nsO.amsl.com. glen.amsl.com. 1200000325 1800 1800 604800 1800

ietf.org. 1179 IN RRSIG SOA 5 2 1800 20170308083354 20160308073501 40452 ietf.org.

S0gIjTnQGA6TYyIBjCeBXL4ip8akEQEgg2y+kCQ3sLtFa3oNy9vj9Okjd4aP 8EVudoIlexr8X/1i9L80j5ec4HOrQoYsMGObRUGOFGTOMEbxepi+wiWrfed
vD/3mg8KZg/pj 6TQAKebeSQGkmb8y9ePOPAWAUi6EatHOZY/tsoiKyqgg Udvtqg9s fhKI9RBI4AMT7XIXsPX+biZoik6a0Ot4zSWR5WDg2 7pXI
01+BLzZb72C7McT4P1BiF+U860ngBlGxVBnILyW2aUisi2L PgmSm4 6YZ8jMP5mH4AhSYr76jqwv1CtXvg8XgYQU/P

QyuCpQ==

www.apps.ietf.org. 106

www.apps.ietf.org. 106 501 40452 ietf.org.

NxmjhCkTtoiolJUow/OreeB 56Kd+5wtuaKT+xsY1Z4K413I+cmrNQ+60LT+Mz6
Kfzvo/TcrJD99PVAYINIMwz JL1fomliYtZZrfuhB6FCYFTRA3h80OLEfMhXtt8£5
8Q/XvjakiLqov1blZAK229T ttIJELkpNAUkKNOuXfhU+WjouSlgzgyWwbf2hdgsBntKP9his
OMfINA==

ietf.org. 1062 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG NSEC DNSKEY SPF

ietf.org. 1062 IN RRSIG NSEC 5 2 1800 20170308083303 20160308073501 40452 ietf.org.
homg5NrZIKo0tR+aEpOMVYYJT7J/KGTKP46bJ8eeetbgdKgNvLKI5Yig vedRSWEYrSARAMbi3GIFWO0P/dFCzZDNVIMWYRbcFUL5NfYRIxg257y95
yHNmInwDUnttmzKuBezdVVVvRLJIY3qSM7S3VEI/b7n6++0DUFcsL88uNB V6bRO6FOksgEl/jUrtz6/1EKmodWWI2goFPGgmgihgLR81dv0Dv7k9vy
AoluunP6kDQEj+omkICFHaT/DBSSYq59DVeMAAcfDg2ssbr4p8hUoXiB tN1JWEubMnHi7YmLSgby+m8b97+8b6qPe8W478gAiggsNjc2gQSKOOXH
EejOSA==

‘.'Illil:uaucmiAnE'



Some of you with evil agendas may have
realized...

‘ CLOUDFLARE



Zone Walking

- You can “walk"” a zone by looking up
the next names in NSEC

N01|CE - You will learn all the names in a zone

WALKING ZONE

AHEAD

“ CLOUDFLARE



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX
TXT AAAA RRSIG NSEC DNSKEY SPF

“ CLOUDFLARE



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799 IN NSEC
TXT AAAA RRSIG NSEC DNSKEY SPF

'

ietfl. domainkey.ietf.org. 1799
NSEC

ietf1._domainkey.ietf.org NSEC:

‘.lIIE(1DUDFUMuE

ietfl. domainkey.ietf.org.

IN NSEC apps.ietf.org.

A NS SOA MX

TXT RRSIG



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799 IN NSEC ietfl. domainkey.ietf.org. A NS SOA MX
TXT AAAA RRSIG NSEC DNSKEY SPF

ietf1._domainkey.ietf.org NSEC:

ietfl. domainkey.ietf.org. 1799 IN NSEC apps.ietf.org. |[TXT RRSIG

NSEC ,

apps.ietf.org. NSEC:

apps.ietf.org. 1799 IN NSEC mail.apps.ietf.org. MX RRSIG NSEC

“ CLOUDFLARE



Zone Walking Example

ietf.org NSEC:

ietf.org. 1799 IN NSEC ietfl. domainkey.ietf.org. | A NS SOA MX
TXT AAAA RRSIG NSEC DNSKEY SPF

ietf1._domainkey.ietf.org NSEC:

ietfl. domainkey.ietf.org. 1799 IN NSEC apps.ietf.org. |[TXT RRSIG
NSEC

apps.ietf.org. NSEC:

apps.ietf.org. 1799 IN NSEC mail.apps.ietf.org. [MX RRSIG NSEC

‘.lIIEC1DUDHﬁRE



The root uses NSEC. We can walk the root.

“ CLOUDFLARE



The root uses NSEC. We can walk the root.

. NSEC:

21599 IN NSEC aaa.|NS SOA RRSIG NSEC DNSKEY

“ CLOUDFLARE



The root uses NSEC. We can walk the root.

. NSEC:

21599 IN NSEC aaa.|NS SOA RRSIG NSEC DNSKEY
aaa. NSEC:
aaa. 21599 IN NSEC aarp. [NS DS RRSIG NSEC

“ CLOUDFLARE



The root uses NSEC. We can walk the root.

. NSEC:
21599 IN NSEC aaa.|NS SOA RRSIG NSEC DNSKEY
aaa. NSEC:
aaa. 21599 IN NSEC aarp. INS DS RRSIG NSEC
aarp. NSEC:
aarp. 21599 IN NSEC|abb.|NS DS RRSIG NSEC

“ CLOUDFLARE



Zone Walking

This was in the plan

NOTICE

WALKING ZONE

AHEAD

“ CLOUDFLARE



Zone Walking

This was in the plan

“The complete NXT chains specified in this
document enable a resolver to obtain, by
successive queries chaining through NXTs, all
of the names in a zone.”

- RFC2535

“ CLOUDFLARE



Zone Walking

“ CLOUDFLARE

This was in the plan

“The complete NXT chains specified in this
document enableRg resolver to obtain, by
successive queries §haining through NXTs, all
of the names in a zoge.”

- RFC2535

NXT == old record type
replaced by NSEC



A Bad Idea

a single-panel cartoon of some truly bad ideas

Julim Pattersan
wmthony Patlerson

é CLOUDFLARE



NSEC3 To The Rescue

hp9pfrp9ussvle9sbdloirbn2cfebgvd.icann.org. 3599 IN NSEC3 1 0 5
2C21 313005174 HPF52CF3IK019RI1IOCDASIAIFFHLVAB7H A NS SOA MX TXT AAAA
RRSTGE@DNSKEY NS RAM

hashed

brmo/716664ki2heho7jtihllea%k6los.icann.org. 3599 IN NSEC3 1 0 5

2C21FAETOO5174 S2J9F20I56GPVEIH3KBKJIGGCL21SKKL A RRSIG

hashed

uik932halksloj7gbejes298hgekcs37.icann.org. 3599 IN NSEC3 1 0 5
2C21FAE313005174 UIMS82AKS3%(1RVLV3TRUN9RDJ1JM33 A RRSIG

\ hashed

‘ CLOUDFLARE



NSEC3 To The Rescue

hp9pfrp9ussvle9sbdloirbn2cfeobgvS.icann.org. 3599 IN NSEC3 1 0 5
2C21 313005174 HPF52CF3IK019RI1IOCDASIAIFFHLVAB7H A NS SOA MX TXT AAAA
RRSIGEDNSKEY NS RAM

hashed

6rmo716664ki2heho7jtihllea%k6los.icann.org. 3599 IN NSEC3 1 0 5

2C21FAETOO5174 S2J9F20I56GPVEIH3KBKJIGGCL21SKKL A RRSIG

hashed

uik932halksloj7gb5ejes298hgekcs37.icann.org. 3599 IN NSEC3 1 0 5
2C21FAE313005174 UIMS82AKS3%(1RVLV3TRUN9RDJ1JM33 A RRSIG

\ hashed

‘ CLOUDFLARE



Close to being almost a good plan

1. Still, giant answers
2. Not bulletproof, still can find names on a zone by dictionary attack

“ CLOUDFLARE



Biggest problems with negative answers

1. Requires authoritative server to return previous and next name
a. Expensive $$%

2. Large answers
a. Big answers = slow answers, and reflection attack bait

“ CLOUDFLARE



Cloudflare “Black Lies” for NXDOMAIN

- The next name is always \000.[themissingname]
-  One NSEC per answer

cloudflare.com. 1799 1IN SOA ns3.cloudflare.com. dns.cloudflare.com. 2020905521 10000 2400
604800 3600

bogus.cloudflare.com. 3599 IN NSEC \000.bogus.cloudflare.com. RRSIG NSEC

cloudflare.com. 1799 1IN RRSIG SOA 13 2 86400 20160309213638 20160307193638 35273

cloudflare.com. mgxlFncjVdOpWhMOgqm6+kcPBi/6zC8LF00ccG3DAIRNII6hXmrgnFiUg dsngBT3VYo0+8AsZ110vJiopCdNoTw==
bogus.cloudflare.com. 3599 IN RRSIG NSEC 13 3 3600 20160309213638 20160307193638 35273
cloudflare.com. 8nbevvyI/RsSjunQzjlPkIHphiAOu5gti+aj2ucBx3Nhc7cnaHtJbJ5C dFrOF7eo0ZuPeiegfOKTtMyhAYp3tWQ==

“ CLOUDFLARE



Comparing Negative Answers

ietf.org. 1799 IN SOA ns0.amsl.com. glen.amsl.com. 1200000317 1800 1800 604800 1800

ietf.org. 1799 IN RRSIG SOA 521800 20170213210533 20160214200831 40452 ietf.org. P8XoJx+SK5nUZAV/IqiJrsoKtP1c+GXmp3FvEOUZPFN1VWW33242LVr)
GMISHH]MEX07EzOXZyLnQeEvIf2QLXRIQMTWANEEWASUp7TgKUZ7NJHP dglLr2ggKYim4CI7ikYj3vK7NgcaSESjqlZUm70FxxYO9/YPz4Mx7COw6 XBOMYS2v8VY3DICe)dZsH)nVKIgI8L7/yqrL8qhkSW1yDo3YtBIcZEjB
OVk8uRDxK7aHKkENMRzOLODO)J10Ang)pg9LrkZ1C0O444RhZGgTbwzN9Vq rDyH47Cn3h80ofEO)tYCJvuX5CCzaZDINBsjq9wWNAINBgIQatPkNriR77 hCEHhQ==

ietf.org. 1799 IN NSEC ietf1._domainkey.ietf.org. A NS SOA MX TXT AAAA RRSIG NSEC DNSKEY SPF

ietf.org. 1799 IN RRSIG NSEC 52 1800 20170213210816 20160214200831 40452 ietf.org. B9z/JJs30tkn0DyxVz0zaRIm4HkeNY1TqYmrorx8rH7kC32PWZ1Fooy6
16gmB33/cvD2wtOCKMNNQPATG2qUs/RuVxqRPZaQojIVZsy/GYONmIap BptzgOJLP7/HOxgYFgMt5q/91)Hfp6Mn0sd218/H86Aa98RCXwWUOzZnW bdttjsmbAqONUPQURaGz8ZgGztFmQt5dNeNRaq5Uqdzw738vQjYwppfu
9GSLKT7RCh3kgbNcSaXeuWfFnxG1R2SdIRoDICos+RqdDM+23BHGYkYc /NEBLtYGXPqYCMe/7I0tWQjtQOkqylAr1r7pSI2NOAImexa7yTuXH+x o/rzRA==

www.apps.ietf.org. 1799 IN NSEC cloudflare-verify.ietf.org. A RRSIG NSEC

www.apps.ietf.org. 1799 IN RRSIG NSEC 54 1800 20170213210614 20160214200831 40452 ietf.org. U+hEHcTps21C8VKS61rU3MDZq+U0KG4/o)jIHVYbrWwufQ7NdMdnY6hCL
OmQtsvuZVRQjWHmMowRhMj83]JMUagxoZuWTg6GuLPin3c7PkRimfBx7jl wjqORwcuvpBh92A/s/2HXBma3PtDZI2UDLy4z7wd062rbxGU/LX1jTqY Fo)JLJf)/C+ngVMIE/QVneXSJkAJHVIEFSEnreF81V62x9azv3AHo04t!
qnoYVRDtK+cRO72A5smtWMKDfclr2fl11TAGlyhR55yAiollPDEz5koj BfMstC/JXVURIMM+1vCPjxvwYzTZN8ilCf1 AupyyR8BNWxgic5yh1ljH 1AUAVQ==

NSEC: 1096 bytes

cloudflare.com. 1799 IN SOA ns3.cloudflare.com. dns.cloudflare.com. 2020742566 10000 2400 604800 3600

blog.cloudflare.com. 3599 IN NSEC \000.blog.cloudflare.com. RRSIG NSEC

cloudflare.com. 1799 IN (€] SOA 13 2 86400 20160220230013 20160218210013 35273 cloudflare.com. kgjtJ]DuuNC/yX8yWQpol4ZUUr8s8yAXZi26KWBI6S3HDtry2t6LnP1ou
QK10Ut7DX0/XhyZddRBVj3plpWYdBQ==

blog.cloudflare.com. 3599 IN RRSIG NSEC 13 33600 20160220230013 20160218210013 35273 cloudflare.com. 8BKAASS8EXN]bm8DxEI1O0Bba8KaiimluB47mPlteiZf3sVLGN1edsrXE

+q+pHaSHEfYG5mHfCBJrbi6b3EoXOw==

Black Lies: 357 bytes

4 CLOUDFLARE



dnsreactions

What an engineer at CloudFlare must feel like

A cLouoriare dani@cloudflare.com |@thedanigrant



